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Abstract: Ethereum is being utilized in various ways, including smart contracts and payments.
Research in cryptocurrency payments has either been general, about all cryptocurrencies or focused
primarily on Bitcoin. Despite some similarities with Bitcoin, Ethereum is a different technology
with different governance and support. This research focuses on payments with the Ethereum
token, Ether, and puts forward a model of trust in Ethereum payments. Survey data analyzed using
structural equation modeling supports the model. Firstly, the model has three variables from the
person’s individual characteristics: The user’s predisposition to using innovations in (a) finance and
(b) technology, influence (c) their predisposition to trust in this payment process. There are then
five variables from the context: (d) Adoption and reputation, (e) stable value and low transaction
fees, (f) effective regulation, (g) trust in the payment intermediaries, and (h) trust in the seller. The
personal and contextual factors together influence (i) trust in the Ethereum payment process, and this
leads to (j) making a payment with Ethereum.
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1. Introduction

This research models trust in Ethereum payments with the Ether token. Ethereum
payments require digital wallets, and the process is different from paying in traditional fiat
currencies such as the Euro. The use of digital wallets is expected to increase dramatically;
some estimates are that it will increase by around 80% from 2023 to 2028 [1].

Cryptocurrencies have been popular for over a decade, but they still face many
uncertainties. Despite the progress in regulating them, they still seem more changeable
and fluid than traditional finance. There are, however, a variety of cryptocurrencies with
different technologies supporting them. Bitcoin seems to lead as a store of value, while
Ethereum is strong in executing smart contracts and supporting layer 2 blockchains built
on top of it. While Bitcoin dominated in the past with over 80% of the value of the
cryptocurrency market, this is now below 60% [2]. Bitcoin is also not the most widely used
transaction for payments, as this is Ethereum [3]. Consumers and investors interested
in cryptocurrencies can look at a history of over ten years to base their judgment. While
investors often invest in a basket of cryptocurrencies, if a consumer wants to make a
payment, they must choose the one they trust to make the payment. Trust is necessary as a
payment with cryptocurrencies involves some risks. The risks a payment with Ethereum
involves are different, so the factors that build trust in Ethereum are also different.

Ethereum is the second largest cryptocurrency by use and the second most valuable
of the widely known cryptocurrencies. Similar to Bitcoin, it uses blockchain technology
with distributed ledgers. However, unlike Bitcoin, Ethereum does not have a limit on how
many tokens can be created. There are also important differences in the governance and
how new tokens are created. The approach to scaling and the ecosystem around these two
main cryptocurrencies are also different. These differences could be summarized as Bitcoin
being closer to a traditional currency, and Ethereum being closer to a technology platform.
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Most of the research on Ethereum seems to focus on the smart contract functionality [4].
It is, however, also used as a payment. A payment with Ethereum not only uses the
blockchain technology in a different way, but it may also involve different types of users.
Research has shown that this versatile technology attracts different types of users because
of the different functionality it offers [5]. It is, therefore, useful to evaluate the payment
process with Ethereum and not assume it is the same with other Ethereum processes or
Bitcoin payments.

When a person wants to take an action without controlling all the parameters, and
some risk is unavoidable, trust is necessary [6,7]. The person must trust that the other
people or systems that control the parameters they do not [8] will act in the expected
way. Despite the argument that has been made that blockchain-based technologies do
not require trust, from the user’s perspective, trust appears to be important when using
Ethereum and other cryptocurrencies. As Ethereum has many uses in several different
scenarios, there are different forms of trust needed in each of these scenarios. The payment
process with Ethereum may have different trust needs than when using an Ethereum smart
contract. Based on the issues discussed, the problem statement is that research on trust in
cryptocurrencies for payment has focused on Bitcoin, and research on trust in Ethereum
has not focused on Ethereum payments. Because of this, it is necessary to identify how
trust is created to support a transaction using Ethereum. Therefore, the research question is:

How is trust built in consumer payments with Ethereum?
The main contribution of this research is a model of how trust is built in consumer

payments with Ethereum. The model starts with the individual’s predisposition and then
covers the factors from the specific context of Ethereum payments. From the person’s
individual characteristics, their willingness to innovate in finance and technology has a role.
There are then five variables from the contexts: Adoption and reputation, stable value and
low transaction fees, effective regulation, payment intermediaries, and trust in the seller.
The personal and contextual factors together influence trust in the Ethereum payment
process and making a payment with Ether.

The model supported by this research is based on models of trust in payments in other
contexts and trust in cryptocurrency payments [9], but it has some important differences.
The distinctive nature of Ethereum as a technology and a currency requires some additional
variables to capture the complete role of trust.

The theoretic foundation that follows identifies the most relevant literature. The third
section presents the research model that is put forward. The fourth section covers the
methodology and explains how the sample from France was collected and analyzed. This
is followed by the analysis and the discussion of the practical and theoretical implications.
Lastly, the limitations and opportunities for future research are outlined.

2. Theoretic Foundation

The literature review covers the characteristics of the payment process with Ethereum
and the role of trust in other contexts related to online digital payments.

2.1. Ethereum Payment Process

Making a payment with Ethereum has some important differences from making a
payment with Bitcoin, as illustrated in Table 1. The open blockchain technology Ethereum
uses to complete a transaction offers certain advantages, but it also has some disadvantages.
The advantages of Ethereum for payments include the reliable network, the many people
and vendors that use it, and a degree of transparency. The network used is mostly secure but
similar to most cryptocurrencies and payment methods, there are some security risks [10,11].
After the move to proof-of-stake, it is one of the most sustainable and environmentally
friendly payment methods [12]. There are several disadvantages, starting from that the
payments are not free and not instantaneous. Another important disadvantage is that if
the consumer decides to return the product they purchased, the vendor may return the
cost of the product, but the cost of the Ethereum transaction, known as ‘gas money,’ is



Businesses 2023, 3 536

not refunded by the Ethereum network. Lastly, as with most cryptocurrencies apart from
stablecoins, the value of Ethereum can change regularly [13].

Table 1. Differences between Ethereum and Bitcoin.

Cryptocurrency
Characteristic Ethereum Bitcoin

Primary purpose Smart contract platform Currency, store of value
Governance Mostly centralized Highly decentralized
Consensus algorithm that
supports network Proof-of-stake Mining, proof-of-work

Transaction fee
Depends on the resources
needed to make the
transaction

Depends on the number and
volume of transactions and
the miners willing to
process them

Transaction fee volatility High High

Transaction time volatility Usually, it takes a few
minutes, but it can take days

Usually, it takes a few
minutes, but it can take days

Payment intermediaries Metamask and PayPal Lightning Network

2.2. Payment Process

For an Ethereum payment to be made by someone who has not done it before, they
must first obtain an electronic wallet that can store and use the Ethereum token Ether
(either control the Ether directly or indirectly) or a bank card that supports Ether. Once
this is done, the purchase can be made, and Ether can be transferred to the vendor. If the
consumer is using an electronic wallet without additional integration with the vendor, then
they must (1a) paste the seller’s Ethereum wallet address into a private digital wallet (or
scan a QR code). If the consumer’s electronic wallet has software from an intermediary
that coordinates and automates the process with compatible software on the seller’s side,
(1b) a button can be provided to complete payment [14]. The button for the payment
replaces the manual process of copying the seller’s address. (2) The second stage is that the
retailer confirms they received the payment. (3) After the consumer receives the product,
the final stage is (4) after-sales service. If they need a refund, they will receive Ether in
their electronic wallet or bank card. The payment process with four stages is illustrated in
Figure 1.

If the payment follows the process of 1a or 1b, this may influence trust and how it
is built. The process 1a builds trust through self-ownership and decentralization, while
1b builds trust through integration and institutional trust. There may be consumers who
prioritize either independence or ease of use more, but there may also be those who hope
to strike a balance between them.

In addition to the typical payment scenario, there are some variations such as (i) having
a payment provider integrated into the electronic wallet, for example, MetaMask and
PayPal [15], (ii) using a crypto debit card to convert crypto to cash, (iii) using a card that
uses Ether but makes the payment in fiat currency (e.g., BitPay Card), and (iv) buying gift
cards with Ether and making the purchase with the gift card.

The electronic wallet not only speeds up the process for the consumer but also masks
what is happening to some degree. In order to make a payment with a cryptocurrency
utilizing blockchain, the consumer needs their public key, their private key, and the address
they are making a payment. The electronic wallet stores the private key and utilizes it
to make payments. The cryptocurrency the consumer owns is technically stored on the
blockchain and not in the wallet, but the wallet makes it easy to use [16].
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Figure 1. Consumer journey to make a payment using Ethereum. 

If the payment follows the process of 1a or 1b, this may influence trust and how it is 
built. The process 1a builds trust through self-ownership and decentralization, while 1b 
builds trust through integration and institutional trust. There may be consumers who 
prioritize either independence or ease of use more, but there may also be those who hope 
to strike a balance between them. 

In addition to the typical payment scenario, there are some variations such as (i) 
having a payment provider integrated into the electronic wallet, for example, MetaMask 
and PayPal [15], (ii) using a crypto debit card to convert crypto to cash, (iii) using a card 
that uses Ether but makes the payment in fiat currency (e.g., BitPay Card), and (iv) buying 
gift cards with Ether and making the purchase with the gift card. 

The electronic wallet not only speeds up the process for the consumer but also masks 
what is happening to some degree. In order to make a payment with a cryptocurrency 
utilizing blockchain, the consumer needs their public key, their private key, and the 
address they are making a payment. The electronic wallet stores the private key and 
utilizes it to make payments. The cryptocurrency the consumer owns is technically stored 
on the blockchain and not in the wallet, but the wallet makes it easy to use [16]. 

Figure 1. Consumer journey to make a payment using Ethereum.

2.3. Trust in Payments

Most payment methods involve some risk. The payment process, with four stages,
already discussed and illustrated in Figure 1, also involves several risks for the consumer.
The traditional payment scenario, using cash and receiving the product immediately,
involves far less risk compared to payment methods that require several technologies to
work and have some delay in receiving the product. Each consumer will evaluate the
payment situation in their own way using their own individual psychology. Along with
the individual’s psychology, the characteristics of the payment scenario have an influence.
This distinction between psychological factors and the sociological factors of the context
is prevalent in many models of trust [17]. The typical variables that capture personal
psychology in similar situations are the person’s predisposition to innovative products and
trust [18]. The characteristics of the situation can include some institutions that influence
the transaction [17]. In addition to institutions that influence the payment process in some
way, the technology itself requires trust [8].

The dimensions of trust related to payments are predisposition to trust, institutional
trust, trust in the seller, and trust in the payment provider or currency. Several aspects of a
person’s predisposition have an influence on trust [19]. Predisposition to trust can play a
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role along with institutional trust [18]. Institutional trust reduces uncertainty, builds on
the legal and regulatory framework, and can be complementary to trust in the seller [20].
For trust in the seller, seller characteristics such as reputation and brand characteristics are
influential [21]. Research into trust in the payment provider and currency being used has
found that trust and the usefulness and ease of use of a technology are important [22] and
that consumer trust leads to repeated purchases [23].

The first peer-reviewed research published adapting these theories on trust to cryp-
tocurrencies made some adjustments to capture the role of the different contexts of cryp-
tocurrencies better [9]. This model asked participants about Bitcoin and may not fully
capture the idiosyncrasies of Ethereum payments. The literature review supports that
Ethereum payments may have some similarities, but they also have some differences from
other cryptocurrency payments and should be researched separately.

3. Research Model

This research puts forward a model of trust in Ethereum payments with twelve
variables as summarized in Figure 2. Firstly, there are three variables from the person’s
individual characteristics: The user’s predisposition to using innovations in (a) finance and
(b) technology influence (c) their predisposition to trust in this payment process. There are
then seven variables from the contexts: (d) Adaptability and resilience, (e) adoption and rep-
utation, (f) stable value, (g) low transaction fees, (h) regulation, (i) payment intermediaries,
and (j) trust in the seller. The personal and contextual factors together influence (k) trust in
the Ethereum payment process, and this leads to (l) making a payment with Ethereum.
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The hypotheses for the person’s individual predisposition to adopt innovations are
discussed first. It was identified many years ago that users have a predisposition to adopt
new innovations in technology [24]. With the emergence of Fintech and the increasing
rate of financial innovation, it is useful to distinguish between personal willingness to
adopt innovations in technology and willingness to adopt innovations in finance, as a
consumer may have a stronger predisposition to one of them. The user’s predisposition
to using innovations in (a) finance and (b) technology [24,25] influence (c) the person’s
predisposition in this context. Therefore, the first two hypotheses are:

Hypothesis 1a. A consumer’s predisposition to utilizing innovations in finance reinforces their
predisposition to trust.
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Hypothesis 1b. A consumer’s predisposition to utilizing innovations in technology reinforces
their predisposition to trust.

Hypotheses for the person’s individual predisposition to trust: Individual disposition
to trust, sometimes referred to as a trusting stance [21], or more generally as the individual’s
characteristics in relation to trust, is widely used to capture a consumer’s trust when
purchasing online. The individual’s predisposition to trust influences all the contextual
factors related to trust. Both the individual characteristics and the contextual characteristics
shape trust. Therefore, the second, third, and fourth hypotheses are:

Hypothesis 2. A consumer’s predisposition to trust reinforces their trust in (a) adaptability and
resilience, (b) adoption and reputation, (c) stable value, and (d) low transaction fees.

Hypothesis 3. A consumer’s predisposition to trust reinforces their trust in the (a) Ethereum
regulation and (b) an Ethereum payment intermediary.

Hypothesis 4. A consumer’s predisposition to trust reinforces their trust in the seller to whom
they will make the payment.

Hypotheses for the influence of the context on trust in the payment: The four dimen-
sions of trust in Ethereum influence trust in the payment. The history of cryptocurrencies so
far has been characterized by instability, with regularly emerging and failing cryptocurren-
cies. The currencies that show adaptability to technological, regulatory and other changes,
and resilience to economic and other challenges, are trusted more by the consumer as the
value of Ethereum and Bitcoin illustrate. Based on the theory of diffusion of innovation
and network effects [26], technology that has increasing adoption and reputation creates
momentum and a positive feedback loop. Cryptocurrencies have been shown to be trusted
more when they are widely adopted, and they have a positive reputation [5]. Cryptocur-
rencies, in a similar way to traditional currencies, must have a stable or increasing value
and low transaction fees to create a reliable and transparent payment process that increases
trust. Therefore, the following four hypotheses are:

Hypothesis 5a. High adaptability and resilience of Ethereum strengthen trust in the Ethereum payment.

Hypothesis 5b. High adoption and reputation of Ethereum strengthen trust in the Ethereum payment.

Hypothesis 5c. The value of Ether increasing, strengthens trust in the Ethereum payment.

Hypothesis 5d. Low transaction fees for the Ether payment strengthen trust in the Ethereum payment.
The institutions tasked with regulating payments create a secure, transparent environment

that strengthens trust [27]. Payment intermediaries are often used when making Ethereum
payments as they offer various benefits, such as making the process simpler and more
secure. Trust in the institutions that regulate or serve as intermediaries, therefore, supports
trust in the whole payment process:

Hypothesis 6a. Trust in the regulation of Ethereum strengthens trust in the Ethereum payment.

Hypothesis 6b. Trust in the Ethereum payment intermediary strengthens trust in the Ethereum payment.

The buyer is at risk from the seller in several ways, including the quality of the product
or service, how personal information will be handled, and whether payment information
will be kept secure [28]. If there is trust in the seller, this will also strengthen trust in the
payment process:
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Hypothesis 7. Trust in the seller strengthens trust in the Ethereum payment.

The final hypothesis attempts to verify that trust does indeed influence the decision to
make the payment. There is extensive support in the literature that a consumer’s trust in a
process strengthens the possibility of the consumer following that process [29]. This should
also apply to making a purchase with Ethereum:

Hypothesis 8. Trust in Ethereum payment positively influences making the Ethereum payment.

4. Materials and Methods
4.1. Procedure

As the literature has a strong theoretical foundation, a quantitative method is applied
to test the model developed. The model is analyzed with Structural Equation Modeling
and Partial Least Squares (SEM-PLS) using the SmartPLS 4 software [30]. This method
is particularly well suited for modeling consumer behavior when using technology due
to the use of latent variables that can capture more nuanced beliefs that are hard to mea-
sure directly. The first stage of the analysis was evaluating the relationship between the
latent variables and their three observed variables. The second stage was to measure the
relationships between the latent variables.

4.2. Study Context and Sample

The context the method evaluates is a consumer making a purchase with Ethereum.
Data was collected by survey. Participants with experience making payments with Ethereum
were allowed to complete the survey. The participants were all French residents, so the
influences from differences in regulations and culture were limited. No financial reward
was given.

Before the survey started, there was a question asking the participants if they were
over eighteen and if they had experience using Ethereum. A negative answer to any of these
would result in them not being allowed to participate. The first part of the survey asked
some basic questions about Ethereum that someone who had used it would be expected
to know. The purpose of these questions was to check that the participant had indeed
used Ethereum. The subsequent questions covered the eight hypotheses that form the
model. Each question includes a Likert scale from 1, representing a strong disagreement,
to 7, representing a strong agreement. The final section of the survey includes questions
on the participant’s demographic characteristics. The demographic characteristics of the
participants are presented in Table 2.

The minimum sample size was calculated based on the guidance in the seminal
handbook on applying SEM-PLS [30] and by using the G*Power 3.1.9.7 software [31].
Based on the guidance from the seminal handbook, as the maximum number of observed
variables for one latent variable is three, for a minimum R2 of 0.10 and a significance level
of 1%, the minimum sample size is 191. The parameters given to the G*Power software
were that the model tested would have a statistical power of 95%, and there were twelve
latent and thirty-six observed variables. The minimum sample size recommended is 185.

The survey was implemented online over a period of one month. It was completed
427 times, of which 386 are considered valid. Checks excluded 41 submissions for several
reasons, such as because they were completed unreasonably quickly or they chose the
same response for all questions. The extensive demographic information indicates that
the sample is sufficiently representative of consumers. Several tests were implemented to
explore possible variations in the responses based on the demographic information, but no
significant difference was found.
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Table 2. Participants demographic profile.

Percentage Participants Variable Measure

Gender
Female 178 46%

Male 208 54%

Age

18–29 116 30%

30–39 93 24%

40–49 85 22%

50–59 58 15%

60 or older 34 9%

Educational level
(highest qualification)

No high school education 12 3%

High school graduate 213 55%

Univ. undergraduate degree 129 33%

University postgraduate
degree 32 8%

Income kenna(Euro
per month)

No income 73 18%

400–1200 103 14%

1201–3000 122 36%

3001–5000 66 24%

Over 5000 22 7%

Marital status
Married 127 33%

Single 259 67%

French nationality and French resident kennaWithout French
nationality but a French resident

278 76%

92 24%

4.3. Operationalization of Model Variables

The scales used are adapted from literature sources, as illustrated in Table 3. Three
observed variables are used to capture the value of each latent variable. As some latent
variables cannot be measured accurately directly, three observed variables are considered
sufficient to capture different aspects of them that together give an accurate representa-
tion [30].

Table 3. The variables and the research the survey questions were adapted from.

Variable Research Questions Were Adapted from

Innovativeness in finance (F1, F2, F3) Alaklabi & Kang, 2022 [32]; Kim et al., 2010 [33]
Innovativeness in technology (T1, T2, T3) Alaklabi & Kang, 2022 [32]; Kim et al., 2010 [33]
Predisposition to trust (P1, P2, P3) McKnight et al., 2004 [18]
Adaptability and resilience of (A1, A2, A3) Pavlou & Fygenson, 2006 [22]
Adoption and reputation (D1, D2, D3) Faria 2019 [34]
Stable Ethereum value (V1, V2, V3) Alaklabi & Kang, 2022 [32]; McKnight et al., 2004 [18]
Payment transaction fees (L1, L2, L3) Pavlou & Fygenson, 2006 [22]
Regulation (R1, R2, R3) Mendoza-Tello et al., 2018 [35]; Zarifis et al., 2014 [9]
Ethereum payment intermediary (I1, I2, I3) McKnight et al., 2004 [18]
Trust in the seller (S1, S2, S3) McKnight et al., 2002 [6]
Trust in the Ethereum payment process (E1, E2, E3) Zarifis et al., 2014 [9]
Make payment with Ethereum (M1, M2, M3) Alaklabi & Kang, 2022 [32]; Mendoza-Tello et al., 2018 [35]

5. Results

The measurement model is presented first, followed by the structural model.
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5.1. Measurement Model

The measurement model applies several statistical tests to achieve some clarity on
whether the observed variables do indeed measure their latent variable [30]. The initial
exploration of the measurement model found that stable value ‘V’ and low transaction fees
‘L’ were very close statistically. Given that they are also close theoretically, as they refer
to the financial cost of the transaction, they were merged. The measurement model was
then re-evaluated with them merged. Refining a model during an iterative exploration is
a valid approach and one of the main reasons to use SEM-PLS [30]. The first two tests of
the refined model measure the convergent validity by evaluating the factor loadings and
Average Variance Extracted (AVE). As the lowest factor loading is 0.972, they are all over
the minimum of 0.7. The lowest Average Variance Extracted (AVE) is 0.960, so they are all
higher than the lowest acceptable level of 0.5. The following test, Composite Reliability
(CR), measures the reliability of the latent variables and must be above 0.7. As illustrated
in Table 4, all the values are higher, with the lowest being 0.979. The next step is to evaluate
if there is enough discriminant validity between the latent variables. The Fornell–Larcker
criterion presented in Table 5 illustrates that the latent variables are sufficiently distinct. All
the tests implemented show strong support for the validity of the measurement model.

Table 4. Analysis for convergent validity, consistency, and reliability.

Variable Loading CR AVE

F 0.988, 0.992, 0.987 0.989 0.978
T 0.986, 0.989, 0.990 0.988 0.977
P 0.983, 0.972, 0.976 0.976 0.954
A 0.983, 0.988, 0.983 0.984 0.969
D 0.986, 0.986, 0.983 0.985 0.970
V 0.982, 0.990, 0.982 0.984 0.969
R 0.981, 0.988, 0.981 0.983 0.967
I 0.981, 0.984, 0.973 0.979 0.959
S 0.983, 0.989, 0.982 0.984 0.970
E 0.981, 0.986, 0.985 0.984 0.969
M 0.986, 0.986, 0.985 0.986 0.972

Table 5. Analysis for discriminant validity.

F T P A D V R I S E F

F 0.989

T 0.924 0.988

P 0.851 0.879 0.977

A 0.846 0.851 0.828 0.985

D 0.819 0.820 0.828 0.917 0.985

V 0.832 0.834 0.823 0.900 0.925 0.985

R 0.865 0.831 0.818 0.863 0.816 0.827 0.983

I 0.823 0.866 0.867 0.831 0.807 0.816 0.869 0.979

S 0.813 0.862 0.861 0.872 0.860 0.836 0.817 0.877 0.985

E 0.885 0.894 0.876 0.903 0.925 0.899 0.880 0.880 0.914 0.984

F 0.880 0.885 0.871 0.899 0.902 0.893 0.871 0.871 0.905 0.962 0.986

5.2. Procedure

The structural model focuses on finding support for the relationships between the
latent variables [30]. The results are presented in Tables 6 and 7. R-square, the coefficient of
determination is strong, above 0.75 for ‘P’, ‘I’ and ‘E,’ and moderate, from 0.50 to 0.75, for the
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rest, ‘A’, ‘D’, ‘V’, ‘R’ and ‘S’ [36]. The effect size (ƒ2) is strong, over 0.35, or moderate, over
0.15, for most variables, as illustrated in Table 6. Two variables are considered insignificant
by this test as they are below 0.02. The first one, ‘V,’ is close to the threshold to be significant
with 0.013, and the second, ‘A,’ has a very small effect size of 0.001 [30]. To assess the
p-values of the path coefficients, bootstrapping with 5000 samples was implemented, as
illustrated in Table 6. The model fit is not the focus of SEM-PLS, but once the rejected
variable ‘A’ was taken out, the Normed Fit Index (NFI) model fit measure suggested a
sufficient fit as the value of 0.912 is above the threshold of 0.9.

Table 6. Results of the structural model.

Effect Effect Size (ƒ2) Path Coefficient Path Variable

Weak but significant 0.048 0.268 * H1a: F → P F
Moderate 0.267 0.631 * H1b: T → P T
Strong 2.172 0.827 * H2a: P → A

P, R2 = 0.783

Strong 2.174 0.828 * H2b: P → D
Strong 2.106 0.823 * H2c: P → V
Strong 2.016 0.818 * H3a: P → R
Strong 3.036 0.867 * H3b: P → I
Strong 2.865 0.861 * H4: P → S
Insignificant 0.001 0.029 *** H5a: A → E A, R2 = 0.685
Moderate 0.213 0.388 * H5b: D → E D, R2 = 0.685
Insignificant 0.013 0.089 ** H5c: V → E V, R2 = 0.678
Moderate 0.062 0.158 * H6a: R → E R, R2 = 0.668
Weak but significant 0.034 0.124 ** H6b: I → E I, R2 = 0.752
Moderate 0.187 0.294 * H7: S → E S, R2 = 0.741
Strong 12.537 0.962 * H7: E → M E, R2 = 0.929

* p > 0.001, ** p > 0.01, *** p > 0.05.

Table 7. Summary of hypotheses and results.

Hypotheses Supported?

H1a: A consumer’s predisposition to utilizing innovations in finance reinforces their predisposition
to trust. Yes

H1b: A consumer’s predisposition to utilizing innovations in technology reinforces their
predisposition to trust. Yes

H2: A consumer’s predisposition to trust reinforces their trust in the:
(a) Adaptability and resilience Yes
(b) Adoption and reputation Yes
(c) Stable value Yes
(d) Low transaction fees Yes

H3: A consumer’s predisposition to trust reinforces their trust in the (a) Ethereum regulation and (b)
an Ethereum payment intermediary. Yes

H4: A consumer’s predisposition to trust reinforces their trust in the seller they will make the
payment to. Yes

H5a: High adaptability and resilience of Ethereum strengthen trust in the Ethereum payment. No
H5b: High adoption and reputation of Ethereum strengthen trust in the Ethereum payment. Yes
H5c: The value of Ether increasing, strengthens trust in the Ethereum payment. Partially supported
H5d: Low transaction fees for the Ethereum payment strengthen trust in the Ethereum payment. Partially supported

H6a: Trust in the regulation of Ethereum, strengthens trust in the Ethereum payment. Yes

H6b: Trust in the Ethereum payment intermediary, strengthens trust in the Ethereum payment. Yes

H7: Trust in the seller, strengthens trust in the Ethereum payment. Yes

H8: Trust in Ethereum payment positively influences making the Ethereum payment. Yes
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6. Discussion and Conclusions

This research developed and tested a model of trust in Ethereum payments, TRUSTEP
presented in Figure 3. The model is developed based on research on trust in e-commerce
and trust in cryptocurrencies. It is tested with a sample of 386 adult participants from
France. The structural equation modeling finds support for the model proposed. Several
similarities to other forms of payment are found, but also some important differences that
need special consideration. This model makes a theoretical and practical contribution
outlined below.
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6.1. Theoretical Contribution

This research extends the literature on trust and cryptocurrencies to payments using
the Ethereum blockchain and Ether token [19,22,23]. This advances research because
previous literature on cryptocurrency payments focused on Bitcoin, while the literature on
Ethereum focused on other uses, such as its ability to support smart contracts, its role in
DeFi, and staking [37,38].

The analysis finds support for the model of trust in Ethereum payments with ten
variables. One variable, adaptability and resilience, is removed from the initial model
because it does not have a strong enough effect on trust. Both the person’s individual
characteristics and the context particular to making a payment with Ethereum play a
role. There are three variables from the person’s individual characteristics: The user’s
predisposition to using innovations in (a) finance and (b) technology influence (c) their
predisposition to trust in this payment process. There are then five variables from the
contexts: (d) adoption and reputation, (e) stable value and low transaction fees, (f) effective
regulation, (g) trust in the payment intermediaries, and (h) trust in the seller. The personal
and contextual factors together influence (i) trust in the Ethereum payment process, and
this leads to (j) making a payment with Ethereum.

While the model has similarities to previous models of trust, such as the role of
each individual’s psychological predisposition [35,36] and the role of reputation [37,38],
the role of institutions such as regulators and the importance of trust in the retailer, the
distinct characteristics of Ethereum also play a role. In fact, the factors related to the
distinct characteristics of Ethereum have the strongest support based on the average of the
responses. This research can be added to a growing body of research on trust that illustrates
how users’ beliefs in each cryptocurrency need to be explored separately.

Furthermore, the role of the organizations involved in the payment process is shown.
While trust in the retailer is usually a factor in retail payments, the regulators and payment
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intermediaries are not always a significant factor, so it is a theoretic contribution to show
that this is the case here [39].

6.2. Practical Contribution

The TRUSTEP model demystifies the use of Ethereum in payments for all stakeholders.
It is no longer a black box or a different world where completely different rules apply.
Demystifying the consumer beliefs behind Ethereum payments can be seen as being in
line with the maturing of this technology and moving gradually from a narrow niche to a
more mainstream phenomenon. There are similarities with regular online payments and
Bitcoin payments, but there are also some differences. The model informs both how pay-
ment technology can be implemented and how its implementation can be communicated
to consumers.

The retailer accepting an Ethereum payment can see their role in building trust in the
payment, but also the role of the regulation and Ethereum itself. Therefore, the retailer
knows that they can influence trust, and they also know that the regulations in their country
and the current state of Ethereum play a role. If the regulation and the current situation
of Ethereum are favorable, then less weight will fall on them to build trust in this process.
Similarly, if the regulation and the current situation of Ethereum are less favorable, then
more weight falls on the retailer. Appreciating the role of the different stakeholders allows
the retailer to use their finite resources more wisely.

In a similar way, the regulators gain a more nuanced understanding of trust in
Ethereum payment and will be able to predict the effect of their regulations on this process
better. From the perspective of public policy, demystifying how trust in Ethereum works
can make financial policy more effective. Governments around the world are exploring
how to develop the most effective policy on Fintech and payment processes, including
Central Bank Digital Currencies (CBDC).

Lastly, organizations in finance and Fintech that often provide several currencies and
transaction methods gain a more granular understanding of when to treat Ethereum the
same and when to treat it differently.

6.3. Limitations and Future Research

The first limitation and avenue for future research is that the sample is from one
European country, France; thus, the model can be tested in other countries. The second
limitation is that the model was developed specifically for Ethereum; future research can
test it with other cryptocurrencies. While some variables should be influential across several
cryptocurrencies, the role of institutions such as the regulators and the intermediaries may
be different.
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