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Abstract: Software-defined networking (SDN) is an innovative technology that has the potential to
enhance the scalability, flexibility, and security of telecommunications networks. The emergence and
development of SDNs have introduced new opportunities and challenges in the telecommunications
industry. One of the major challenges encountered by SDNs is the timing side-channel attacks. These
attacks exploit timing information to expose sensitive data, including flow tables, routes, controller
types, and ports, which pose a significant threat to communication networks. Existing techniques for
mitigating timing side-channel attacks primarily focus on limiting them via network architectural
changes. This significantly increases the overhead of SDNs and makes it difficult to identify the origin
of the attack. To secure resilient integration of SDN in telecommunications networks, it is necessary
to conduct comprehensive research that not only identifies the attack activity, but also formulates
an adequate response. In this paper, we propose a detection and response solution for timing side-
channel attacks in SDN. We used a machine learning-based approach to detect the probing activity
and identify the source. To address the identified timing side-channel attack queries, we propose a
response mechanism. This entails devising a feedback-oriented response to counter the identified
source, such as blocking or diverting it, while minimising any adverse effects on legitimate network
traffic. This methodology is characterised by an automated data-driven approach that enables prompt
and effective responses. The architecture of this security solution ensures that it has a minimal
impact on network traffic and resource usage as it is designed to be used in conjunction with SDN.
The overall design findings show that our detection approach is 94% precise in identifying timing
side-channel attacks in SDN when compared with traditional mitigation strategies. Additionally, the
response mechanism employed by this approach yielded highly customised and precise responses,
resulting in an impressive accuracy score of 97.6%.

Keywords: software-defined networking; side-channel attacks; timing attacks; machine learning;
intrusion detection; intrusion response

1. Introduction

Software-defined networking (SDN) is a network-management approach that involves
the centralised administration of network resources through programming. SDNs aim to
simplify network management, enhance network performance, and reduce operational
cost. SDNs have the potential to become critical components of telecommunications
networks that enable 5G and 6G technologies. The implementation of SDN can significantly
enhance the performance of 5G and 6G networks by enabling a dynamic and adaptable
telecommunications network infrastructure that can respond to user demands. In turn, this
can enhance user experience and stimulate innovation in the telecommunications industry.
SDN can enhance network security by enabling network administrators to monitor and
regulate network traffic at a granular level.
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SDN has revolutionised how networks are built and managed but has also brought
about new security challenges. A significant concern in SDN is the existence of a single
controller with access to the entire network, which makes the network vulnerable to
compromise. Attackers can also exploit security vulnerabilities in software-defined switches
to interfere with traffic and obtain unauthorised network access. Moreover, the dynamic
nature of SDN renders real-time identification and response to security attacks a formidable
challenge. Therefore, specialised security measures, such as network segmentation, access
control, and threat intelligence, are required in SDN networks to address these threats and
guarantee the confidentiality, availability, and integrity of network resources.

Several solutions have been proposed to effectively mitigate security challenges in
SDN [1]. The majority of existing research on SDN security is primarily concentrated
on network segmentation, which involves dividing the network into smaller and more
isolated units, thus hindering the spread of an attack. Additionally, Network Access
Control (NAC) measures are employed to restrict network access based on predefined
policies, thereby ensuring that only authorised devices are permitted to access the network.
Furthermore, Intrusion Detection and Prevention Systems (IDPS) are implemented to detect
and prevent attacks in SDN. Such systems leverage both signature-based and behaviour-
based techniques to detect and impede malicious activity before it can cause damage.
Current solutions place considerable emphasis on encryption, which involves converting
sensitive data into an unreadable format. To achieve this, transport layer security (TLS)
and virtual private network (VPN) technologies have been used.

Within the framework of an SDN environment, an attacker could exploit the centralised
nature of the controller to obtain classified data. Through a careful examination of the time
patterns of packet transmissions, adversaries can deduce sensitive attributes such as the
structure of the network or even the nature of the applications being executed. Furthermore,
a comprehensive analysis of the controller’s packet response mechanism has the potential
to reveal firewall configurations or even identify specific network assets that may be
susceptible to future attacks. Owing to the separation of the control and data planes, SDNs
are vulnerable to timing side-channel attacks. In conventional networking, control and data
planes are implemented on physical infrastructure, such as switches and routers. Therefore,
conventional networks are not immune to timing attacks. The architectural differences
between SDN and traditional networks have resulted in the disregard for side-channel
attacks in SDN deployment. Nonetheless, researchers have identified this as a potential
SDN adoption barrier [2]. To date, only a limited number of detection and response
techniques have been investigated and implemented [3]. Although these techniques can
eliminate time side-channels in an SDN, they cannot determine an adversary’s presence or
detect the timing probe activity in the network.

In this study, we present a novel intrusion detection and response solution designed
to handle timing-probe activities in an SDN environment. The key contributions of this
study are as follows:

*  To detect the timing side-channel attacks, this solution employs machine learning

techniques to accurately predict the network timing probe activity. First, we review,
the currently available SDN datasets for the timing side-channel attack parameters.
Subsequently, we generated a dataset and utilised our labelling algorithm.
We evaluated the effectiveness of four commonly used machine learning methods:
random forest [4], decision tree [5], XGBoost [6], and bagging [7]. The processed
dataset and information from the SDN topology were utilised to detect probe activity
and identify the adversary’s source machine.

* A response mechanism is implemented to respond to the identified side-channel
attack probes. This mechanism involves developing a feedback-oriented response,
designed to block or divert the identified source, while minimising any adverse effects
on legitimate network traffic. This methodology is characterised by an automated
data-driven approach that enables prompt and effective responses.
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In contrast to previous studies, both solutions have minimal impact on the SDN
environment and are lightweight. Detection is based on machine learning to identify
timing attacks and we use data-driven techniques to respond to them, both of which are
different from the conventional methods. Both approaches exhibited high accuracy and
efficiency. Each element of the solution utilises its own resources, ensuring minimal impact
on SDN. The results illustrate that the proposed method is effective in identifying and
mitigating timing side-channel attacks in SDN environments.

The remainder of the paper is structured as follows: Section 2 reviews related works.
Section 3 describes the architecture of the proposed solution. Section 4 presents the experi-
mental setup and results. Section 5 provides a discussion of the advantages and limitations
of this study. Finally, Section 6 concludes the paper.

2. Related Work

SDN has emerged as an attractive option to perform diverse functions in 5G and
6G telecommunications networks. Network programmability offers flexibility in the im-
plementation of telecommunications networks. SDN offers flexibility in the implemen-
tation of telecommunications networks, allowing for the creation of customised logical
5G networks with dedicated and shared resources [8]. SDN enables network operators
to achieve real-time optimisation of the network performance and dynamic resource allo-
cation. Ahvar et al. [9] conducted a comprehensive analysis of the incorporation of SDN
to facilitate the operation of 5G-based IoT devices. The authors of this work highlight
the future aspects and challenges in this field, including ‘protocol and standardization’,
‘meeting slicing requirement for 6G’, and ‘trust and security’, as some of the potential
challenges faced when combining these technologies. Lin et al.’s work [10] highlights
potential challenges in implementing an SDN-based 5G IoT network. They presented an
SDN-based 5G IoT network architecture and listed potential challenges, such as the quality
of open-source software, availability of open-source SDN for 5G, scarcity of real-world test-
ing, and effective network rollouts. Sarica et al. [11] proposed an SDN intrusion detection
method for 5G networks. This study demonstrates the existence of security threats and
intrusions in SDN-based 5G telecommunications networks.

In recent years, extensive research has been conducted on the SDN security. The
primary focus areas include intrusion detection, controller and data-plane security, access
control, and authentication. Various researchers have proposed strategies to address these
vulnerabilities and to overcome these challenges. Ahmad et al. [12] provided an elaborate
discussion of the security concerns that 5G mobile networks face when integrating SDN.
Joberto et al. [13] proposed an intrusion detection system-based security architecture for
detection and response in SDNs. Manu et al. [14] employed flow monitoring to design
an intrusion-resistant SDN architecture. Nicolas et al. [15] recently developed SYNAP-
TIC, an automated system designed to verify security chains in SDN. This approach was
subsequently employed to develop a security policy validation solution for SDN-based
networks [16]. Several researchers have proposed SDN-based security architectures for
networks with 5G and 6G connectivities [10].

Several computer systems have successfully targeted side-channel attacks. Paul
Kocher [17] introduced a side-channel attack known as a timing attack. His work has
since become a significant source of attacks that involve timing and power evaluation.
Timing-based side-channel attacks are a significant threat to environments sensitive to
timing changes. The fundamental concept underlying these attacks is that the processing
time for various operations may vary, depending on the type of data being processed [18].
Studies have indicated that timing-based side-channel attacks can be executed using both
hardware and software [19]. Sepulveda et al. [20] investigated side-channel timing attacks
within on-chip systems and highlighted how precise timing side-channel attacks can enable
adversaries to access processor data. Dunlap et al. [21] employed timing-based side-channel
attacks to detect anomalies in the control systems.
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Timing-based side-channel attacks are becoming increasingly prevalent in SDNs,
owing to the separation of control and data planes [22]. In a previous study [23], we
proposed the use of random delay to prevent timing side-channel attacks. Yoon et al. [24]
published an in-depth study on the risks posed by SDN. The authors classified data breaches
in the data plane as packet round-trip time (RTT) attacks. The study identified that an
intruder can determine the control path latency to evaluate the communication patterns.
Conti et al. [25] proposed the ‘Know Your Enemy’ attack, which uses timing information to
determine an SDN’s network configuration. In this study, the proposed countermeasure
redirected all traffic to the proposed solution, thereby increasing RTT for all traffic. In [26],
timing probing packets were used to ascertain data plane event parameters and control
plane characteristics. The method proposed in this study is dependent on intensive flow
insertion operations and uses the switch’s computation and queuing resources, resulting in
data rate restrictions.

Liu et al. [27] have also demonstrated timing-based side-channel attacks. They pro-
posed that the network information can be derived from the delay caused when a packet
is sent to the controller. Hou et al. [28] recommended delaying the implementation of the
flow at random more recently to conceal the disparity in timing between multiple queries.
This method delays flow installation whenever the MAC address of the host changes. The
authors did not consider the manipulation of the MAC addresses. Adversaries can be
easily fabricated and employ various MAC addresses. Arsalan et al. [29] also presented
a timing attack technique for vehicular ad hoc networks. Anyi Liu et al. [30] proposed a
technique to detect timing channel intrusions in SDN. Although the results demonstrate
that the method can identify timing channels in an SDN cloud, it can be argued that an
adversary could potentially exhaust cloud resources. In addition, it reduces the ability of
an adversary to identify the virtual machine that is being exploited. [31] addresses timing
side-channel attacks on the IoT using machine learning techniques. The findings suggest
that this technique can be used to identify the timing side-channel in the IoT.

Machine learning has emerged as an effective approach for identifying the various
types of SDN attacks. Moreover, it has been utilised for traffic flow management and
route optimisation [32]. Machine learning techniques have been demonstrated to produce
accurate results with low false positive rates. Patikiri et al. [33] recently proposed a machine
learning algorithm to route applications and improve the performance of software-defined
vehicular networks. Tayhan et al. [34] presented a thorough analysis of the integration
of machine learning and deep learning techniques for intrusion detection in SDN. This
study demonstrates that most research in this field concentrates on high-rate distributed
denial of service (DDoS) assaults, whereas only a minority of studies examine low-rate
attacks. Alzahrani et al. [35] designed an SDN intrusion detection system based on machine
learning. This paper illustrates the application of multiple classification techniques based
on machine learning for attack detection. Common types of attacks, such as denial of
service (DoS) and network scanning, were detected in this study. Mykhailo et al. [36]
employed machine learning techniques to detect DDoS attacks in the SDN. By comparing
the average duration of each session with the amount of time required to access the
server from a specific IP address, they were able to identify anomalies. Ahnaf et al. [37]
evaluated machine-learning algorithms for SDN security. They employed a variety of
machine-learning algorithms for a customised dataset and evaluated the performance of
each algorithm. Aslam et al. [38] proposed a DDoS detection and mitigation solution for IoT
devices based on machine learning and SDN. This method detects attack patterns by using
an SVM algorithm. Zakaria et al. [39] presented an SDN attack detection framework based
on machine learning. In this study, we evaluate a dataset of multiple attacks. The primary
objective of this study was to collect data efficiently from a network. Patikiri et al. [40]
presented a comprehensive study of Knowledge-defined Networks (KDN). They elaborated
on how KDNs use machine learning models to combine the management and control planes
of SDN to form a knowledge plane.
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One of the primary challenges during the incorporation of machine learning into
SDN security is the absence of high-quality labelled datasets [41]. The compilation and
categorisation of network traffic data is a time-intensive and expensive undertaking that
presents a challenge to the coverage and scalability of security solutions that rely on
machine learning. In the following section, we present a thorough examination of the
currently accessible datasets for SDN, along with a critique of their characteristics and
features. This section also highlights the need for creating a self-generated dataset.

We reviewed current response methodologies to enhance the effectiveness of the de-
tection solution. We observed that the response mechanisms for SDN security breaches
have not received sufficient attention. In this review, we have presented two major obser-
vations. First, an IDS implemented for SDN security lacks a concrete response mechanism.
The emphasis has been on dropping or redirecting the entire traffic from the attacking IP
address, which does not facilitate the development of granular flows owing to the perfor-
mance overhead [42]. Second, existing solutions focus primarily on the fastest response
time and neglect the integrity of the responses. Hence, once a response or flow is sent, it
remains until the network administrator performs manual actions to remove it. They lack a
verification layer that can validate whether responses should be permanent or transient
based on the feedback received from previous responses [43]. Table 1 highlights the gaps in
response mechanisms. To date, focus on response mechanisms for SDN security breaches
has been inadequate. The inadequacy of concrete response mechanisms is a significant
issue and existing solutions fail to preserve the response integrity. Emphasis on rapid
response times has led to solutions that disregard the importance of the response integrity.
Owing to the performance overhead, an IDS implemented for SDN security fails to develop
granular flows.

Table 1. Overview of Recent Response Mechanisms in SDNs

Title Solution and Features Issues and Limitations

e . Limited responses: An
Timing-based Reconnaissance P

and Defense in
Software-defined
Networks [44]

SDN/NEFV security
framework for fog-to-things
computing infrastructure [45]

A Framework for Real-Time
Intrusion Response in
Software-defined Networking
Using Precomputed Graphical
Security Models [46]

A Security Architecture
Proposal for Detection and
Response to Threats in SDN
Networks [13]

Counteracting Attacks From
Malicious End Hosts in
Software-defined

Networks [42]

OpenFlow Timeout Proxy:
Sends default responses if the
controller is taking more time.

DDoS/botnets detection and
response: Detects attacks and
installs Drop rules.

Real-time intrusion response

in SDN using precomputation:

Estimates possible
attack paths.

Network architecture for SDN
with detection/protection
mechanisms, including

IDS technology.

Propose techniques for
securing the Controller,
switches, and legitimate end
hosts from malicious end host
attacks in SDNs

attacker can generate traffic to
fill the switch flow table.
Limited to less than

10,000 packets/s.

Sends drop rules that can drop
legitimate traffic. Also, there
is no revision of the drop

rule suggested.

Response drops all outgoing
traffic from the affected VM,
which impacts all services.

The solution has a high
response time (6-7 s) and the
response drops all traffic from
the node.

The solution drops incoming
flow requests as a proactive
response. No feedback or
monitoring is used on the
dropped flow request.

Despite the increased prevalence of these attacks, little effort has been made to mitigate
them. The emphasis has predominantly been on modifying the network architecture to
prevent such attacks rather than devising remedies to combat them. To detect timing-side
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channel attack activity, a machine learning-based approach was proposed as an initial
effort [47]. This study represents a continuation of these efforts, providing a detailed
comparison of machine learning classification techniques with the algorithm, as well as a
comprehensive response solution.

3. Proposed Methodology

In contrast to other forms of attacks, timing side-channel attacks can be performed
gradually. Consequently, they stand out and are challenging to detect and avoid. Timing
attacks allow an attacker to infiltrate a network using legitimate probing packets to ascertain
RTT. Consequently, typical methods based on the traffic volume, packet size, or packet type
cannot be used to mitigate such threats. Machine learning is an artificial intelligence (AI)
component that enables software programs to become increasingly adept at forecasting
without explicitly designing them to do so. Machine learning algorithms use historical
data as inputs to anticipate new output values. These features make this technology an
excellent option for identifying timed side-channel attempts. The attributes of the timing
probe activity are fed into the machine learning model and the prediction model determines
whether the incoming packets are attack probes or regular traffic. We used machine learning
to develop the proposed solution as it can predict the results accurately and effectively. To
determine the most suitable classification technique, we compared the results of our model
with those of four classification methods. The response mechanism is distinct because of its
strategic use of historical data, which enables it to expedite response techniques against
the roots of malicious activities. Compared with some of the more common response
mechanisms, which generally value the speed of the reaction above thorough investigation,
this approach stands out. Our proposed technique generates a customised response, as
opposed to the potentially ineffective strategy of blocking all traffic from a specific IP
address. This tailored response is formulated using various parameters such as the IP of
the destination and the type of traffic. The resulting customised flow entries ensured the
preservation of legitimate traffic.

3.1. Solution Architecture

The proposed solution architecture offers a framework for identifying and responding
to timing side-channel attacks in SDN environments using two key phases: detection and
response. Collectively, these methods offer a comprehensive framework for identifying
and responding to these attacks.

3.1.1. Detection Phase

Figure 1 shows the workflow architecture of the detection phase. SDN offers centrally
managed programming for network functionality via software applications that use APIs.
The SDN application layer facilitates network integration with proprietary open-source
network applications and automation tools. We leverage this layer for the integration of our
machine learning-based solution with SDN. The detection phase is also connected to the
controller to obtain the visibility of the entire SDN topology. The detection phase is intended
to receive incoming packets (Packet-Ins) from any SDN environment, sample them, and
check for timing probe activity. It anticipates the timing of the attack, then attempts using
an algorithm trained on a historical dataset. Along with each received packet, it extracts
information about the source of each packet. This is achieved by obtaining flow tables from
all switches connected to the SDN topology. Subsequently, this information is used to locate
the adversary’s source. The output of this phase depicts the timing of the attack-probing
activity and accurately displays its origin. A network administrator can use this output to
perform further actions based on a source machine. In the case of the proposed solution,
this output was used in the subsequent response phase. Such responses can be denied,
permitted, or monitored. The innovative method of integrating SDN and machine learning
makes this approach an efficient method for detecting timing probes and determining the
source of attacks.
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The operational phase of machine learning-based detection occurs in real time and has
potential implications for the network performance. To mitigate this impact, the detection
phase operates on a dedicated virtual server, thereby ensuring that the SDN environ-
ment remains unencumbered. Our design decision enables us to retain the advantages of
centralised control while mitigating the performance disadvantages. As a result, the incor-
poration of SDN and machine learning in our solution proves to be an effective approach
for identifying timing probes and determining the origin of attacks, while maintaining an
acceptable network performance.

Database

Conversion

Conversion
to usable format

#
Pre-Processing

[
]
1
1
1
1
1
1
1
1
1
]
1 Tagging
1

L]

Training

Data Spliting

Machine Learning
Classification

P L L .
-

Comparison and detection

Figure 1. Workflow of Detection Phase.

3.1.2. Response Phase

Figure 2 shows the workflow architecture of the response phase. The methodology of
this response architecture is based on historical data and includes four essential components:
the Data collection module, Data analysis module, Response module, and Feedback module.
The data collection module is designed to gather and preserve historical information from
an attached database of network traffic and security events. The subsequent phase of the
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solution architecture involves a data analysis module that scrutinises the historical data
gathered in the preceding phase. The data analysis module determines whether the source
has been identified previously by comparing real-time data with historical data collected
via the data collection module. The Response module adhered to the established flow of the
Data analysis module. It incorporates a temporary rule and supervises the traffic of the rule,
thereby significantly contributing to the overall effectiveness of the response mechanism.
The final component of the response-phase architecture is the feedback module. The rules
and policies were refined by providing feedback to the data collection module based on the
performance of the response module. The module determines whether the rule inserted in
the preceding section has been triggered. If the attacker repeatedly and frequently violates
the rule, the module establishes a customised and unique permanent drop rule. Data
analysis and feedback systems are pivotal elements of the response phase. This approach,
which is based on the analysis of historical data, offers a more efficient response mechanism
for timing side-channel attacks in SDNs by allowing for a tailored response to each attack.

SDN Environment

Detection

\ 4

Archive and
Monitor

A

DB Solution

J !
N ’

Previously
Flagged?

A
/ Response y
i Add temporary Drop Send permanent ' Send to
' flow and monitor hits customised DROP flow [—
[ 1 controller
' on the rule. to controller. 1
’ Feedback k

L No eceiving Attack Yes

hits on the temporary
drop rule?

Figure 2. Workflow of Response Phase.
3.2. Dataset

To date, a dataset with timing side-channel attack footprints in an SDN environment
is not available. This prompted us to construct the dataset. Some of the commonly
available datasets with traffic for SDN environments are reviewed in Table 2. The proposed
algorithm for sampling timing probes requires the dataset to consist of the following fields:
source MAC address, destination MAC address, source IP address, destination IP address,
timestamp, TTL, and protocol. An examination of accessible datasets containing SDN traffic
was conducted and the key findings are presented in Table 2. The results indicate that
existing datasets pertinent to SDN traffic lack the necessary fields required for the effective
execution of the proposed algorithm. To calculate the number of samples with unknown
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destination MAC addresses, as well as the number of samples with known destination
MAC addresses, we require source and destination MAC addresses. The present datasets
for SDN environments are missing these fields, which are essential for the implementation
of the timing side-channel algorithm. This motivated us to develop the dataset. For the
collection of samples in the dataset, we develop an AP], called “Listener AP1”, which is
a Python-based RYU application that receives specific network flows and stores them in
a database. This application also ensures that the database receives network topology
information. In addition, it extracts the source IP and MAC addresses and the destination
IP and MAC addresses in conjunction with the timestamps for all “packet-in” requests.
It can determine whether a request is carried via the “User Datagram Protocol” or the
‘Transmission Control Protocol” (TCP). The database is also notified of the switch name and
port from which the request originates.

Table 2. Dataset Review.

Destination
Source MAC Source IP Destination .
Dataset Name Address MAC Address IP Address Time Stamp TTL Protocol
Address
SDN Intrusion
Detection [48] X X v v X v v
DDoS SDN
Dataset [49] X X v v X X v
UNR-IDD Intrusion x N N N N v v
Detection Dataset [50]
NSL-KDD [51] X X X X X X v
Proposed Dataset for v v v v v v v

Solution

Dataset features and their respective indications.

3.3. Solution Blueprint

The overall framework of the proposed detection solution comprises a listener API,
database, conversion, preprocessing, and training modules, as well as a monitoring appli-
cation. This is primarily located on the application layer of the SDN. A listener application
“Listener API” is used to connect an SDN controller with this solution. This API is designed
to receive a copy of selective incoming requests to the controller. These were all requests
with unknown destination MAC addresses. It also fetches the network topology, switch
port, MAC, and IP addresses, along with the flows. To the East, this API connects to the
solution database. It stores information from the SDN environment in a database. We
deployed MongoDB [52] as the database for this solution. MongoDB is updated using the
listener API, which operates within the SDN topology. The monitoring module compares
the actual traffic with the learned model. It identifies the timing side-channel activity by
comparing samples and implementing anomaly detection techniques.

The proposed response solution blueprint for responses against timing side-channel
attacks is based on historical data. The solution comprises several essential modules
including data collection, data analysis, response, and feedback modules. The integration
of the detection and response mechanisms is shown in Figure 3. In the following subsections,
we delve into the specifics of each module, shedding light on their individual functionality
and collective synergy for the detection and response to timing side-channel attacks.

3.3.1. Conversion Module

The Conversion module plays a crucial role in the conversion of raw network traffic
data into a JavaScript Object Notation (JSON) format, which is suitable for the preprocess-
ing module. The conversion includes multiple tasks, such as packet reordering, packet
fragmentation, and protocol conversion, to ensure that the data are in a suitable format
for further processing. This module uses the ‘mongoexport’ function to facilitate this
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transformation. This format not only ensures compliance with the following step of dataset
construction but also simplifies data handling in the later phases of our solution. After
successfully converting the data samples, the pre-processing phase was initiated to prepare
the data for training.

Application Plane | [ Application
s Layer s
W E W Interconnect \ ——

Conversion

e  J
Pre-processing
———

Training

i )
Monitoring
Detection

Detection

Data Collection

Control Plane Controller

Channel
Interconnect

Data Analysis

Response Analysis

R,
o) |
A\

Feedback

Response

Data Plane

Figure 3. Workflow of Detection and Response Solutions.

3.3.2. Pre-Processing Module

Preprocessing is a component of the detection solution that ensures that the data are
ready for training and helps in cleansing, organising, and structuring the data. During the
pre-processing stage, excessive fields were removed from the data. In addition, broadcast
traffic is filtered at this stage. From the dataset, the preprocessing module identifies
existing and non-existing flows in the switch table. This aids the application of tag flows.
Furthermore, the request types were determined and segregated at this stage. Preprocessing
is performed using a Python-based application that accepts JSON data as input from the
preceding stage. The samples were labelled as malicious timing attempts by using the
algorithm described in the following section. Figure 4 provides a comprehensive depiction
of all functions that occur during the preprocessing stage.

3.3.3. Algorithm (Labelling Scheme)

The process of classifying and tagging timing attack samples based on MAC addresses
is outlined in Algorithm 1. A batch of ten samples was chosen and the number of samples
with unknown destination MAC addresses was determined. Packets with unknown MAC
addresses were sent to the controller and stored in the database for further analysis. It is
important to note that these samples may include traffic from discovery protocols such
as the Simple Network Management Protocol (SNMP) and the Link Layer Discovery
Protocol (LLDP). These discovery protocols are typically used for network management
and topology discovery, serving legitimate purposes in network operation. To account for
legitimate network discovery requests made via these protocols, we set the threshold for
the selected samples to 80 percent. This threshold ensures that only samples significantly
deviating from regular traffic patterns are considered as potential threats.
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Figure 4. Functions of Pre-processing and Training Phases.

3.3.4. Training Module

The solution trains the machine learning model using pre-processed data. The training
module applies the classification algorithm determined in the previous section to form
a prediction model. Furthermore, the training component was responsible for scaling,
normalising, and validating the dataset. In the experiments, we examined four commonly
used machine learning approaches: random forest [4], decision tree [5], XGBoost [6], and
bagging [7]. This was achieved by implementing each algorithm using the proposed
approach. This step was performed to determine the best machine learning classification
algorithm for the training stage. Figure 4 depicts all the functions that occur during the
training stage.

3.3.5. Monitoring Module

The monitoring application was designed to collect real-time information regarding
the traffic that occurred during the deployment phase. Its main function is to establish
a connection with a trained machine learning model and then correlate the activity from
the probes. By performing this operation, the monitoring application obtains real-time
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information regarding traffic patterns and analyses the timing side-channel attacks. This
identified activity is then relayed to the data collection module of the response mechanism
to generate an appropriate countermeasure against potential adversaries.

Algorithm 1 Classification algorithm for attack packets [47]

N = Number of samples with no destination MAC addresses.
T = Total Number of collected samples.
i=N;
t=T,
n < 10;
p < 0.8;
if i > 0 then
if t < n then
s=1i/t;
if s > p then
‘ tag;
else
‘ return;
end
else
‘ return;
end
else
‘ pass;
end

3.3.6. Data Collection Module

The data collection module collects and stores historical data on the network traffic
and previously detected adversaries. This module is implemented using various data
collection tools such as network traffic analysers, listener API, and sFlow [53]. The data
collected via this module includes information about network traffic patterns, security
events, and historical responses to security threats. We used the MongoDB platform for this
collection. In addition to its primary functions, the module served as the initial stage of the
response mechanism. It operates by receiving the output generated via the detection phase
and then utilising these data as the input. When the Detection phase successfully identifies
the source of the attack, it transmits the crucial information to the data analysis module
of the response solution. Specifically, it contains the MAC addresses, IP addresses, and
switch ports used by the intruder. This dynamic, real-time process allows for the solution
to gather and evaluate key information quickly. Therefore, they form an integral element of
the response mechanism by providing actionable information regarding potential threats.

3.3.7. Data Analysis Module

The data analysis module is responsible for analysing the historical data collected
via the module to identify patterns and trends in network traffic and security events. Its
primary function is to analyse network traffic and security events for unusual behaviours
or trends. This task requires a thorough comprehension of the present status of the network,
which necessitates the utilisation of both real-time and historical data. The primary objective
of this module is to determine whether the source detected during real-time data capture
has been identified previously. For this process, real-time data were thoroughly compared
with previous data collected via the Data Collection module. Consequently, the output
generated via the data analysis module consists of a set of rules and policies that are
precisely constructed based on the analysed data. The data analysis module plays a crucial
role in developing provisional rules and policies. This enables the response module to
generate informed responses.
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3.3.8. Response Module

The response module is responsible for reacting to timing side-channel attacks, which
occur based on the rules and policies generated via the data analysis module. Real-time
responses are enabled by utilising specific response mechanisms, particularly OpenFlow
messages. A key characteristic of the response module is its ability to customise the
response to each attack attempt, ignoring a generalised one-size-fits-all method in favour
of a more tailored and efficient approach. The functionality of the response module is
supported by two distinct components. The first component is activated when the data
analysis module identifies a previously determined source as the attacker. In this case, the
component builds a customised fixed-drop rule, which is then sent to the controller. The
creation of this flow is a complex procedure and is the direct result of comprehensive data
analysis. It targets specific parameters, such as the source, destination, and protocol, as
opposed to hindering all the traffic from the host. When the data analysis module detects an
attack launched from a previously undetected source, it triggers the second component of
the response module. In response, a temporary drop rule is generated. The transient nature
of the rule ensures that it is removed immediately if no further malicious activity is detected
from the source. The primary purpose of this rule is to validate and provide feedback on
prospective reoccurrences in future network encounters. These two components of the
response module represent an advanced and dynamic real-time network threat response
strategy for timing side-channel attacks.

3.3.9. Feedback Module

The feedback module serves a twofold purpose: it furnishes evaluative data to the Data
Collection Module and collaborates with the Response Module’s customised temporary
drop rule to modify system behaviour. The hit counter monitor, which is implemented on
OpenFlow switches, facilitates the monitoring of the customised flows generated via the
response solution. If multiple rule matches are determined, this triggers a data exchange
that culminates in a permanent custom drop flow. However, when there are no matches to
custom drop rules, the feedback is stored in the database for subsequent monitoring and
trend analysis. This archival step assists in refining the flows produced via the data analysis
module. This iterative process, integrated with the data from these operations, optimises
the flows generated via the Data Analysis Module, augmenting the overall efficacy of the
response mechanism.

4. Experiments and Results

The base simulator for the experimental stages was Mininet [54], which was deployed
on a Linux-based virtual machine (VM1). As an SDN controller, we used RYU [55], which
was deployed as a remote controller. Considering both the processing resources required
by Mininet and how to create a realistic SDN scenario, we installed an RYU controller
on a separate virtual machine (VM2). In the application layer, we utilised RYU apps
integrated with custom Python-based applications. Detection and response solutions have
been developed using dedicated Linux-based virtual machines. This ensures that solution
processing and predictions do not influence SDN resources. The solutions were connected
to the RYU controller using separate APIs in the application layer of the SDN environment.

In the network topology for the detection section, the network architecture comprised
four OpenFlow switches. Each switch is linked to a remote RYU controller on the northern
side. Each switch in southbound traffic was connected to two hosts. To contemplate
traffic congestion on the links, each link between the host and switch in the topology was
programmed to have a delay of 2 milliseconds (ms). RYU applications enable the controller
to install flows on all the switches. Using the RYU controller, we ran an application to handle
spanning trees and Address Resolution Protocol (ARP) requests in the network topology.
The APIs forward selective ‘Packet Ins” to MongoDB for both the solutions. MongoDB
was installed on the same machine as the solution and acted as a database for each model.
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Within each solution, separate Python applications are developed for each module. Figure 5
shows the experimental setup used for the detection and response solutions.
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Figure 5. Implementation of Detection and Response Solution.

We evaluate the effectiveness of our proposed detection approach in terms of pre-
cision, recall, and F1 score. Each of these evaluation parameters, which collectively pro-
vide a comprehensive assessment of the model’s performance, is described briefly in the
following section.

Precision Score: Precision is the proportion of correctly predicted positive classes
relative to the total number of predicted positive classes. The calculation for the Precision
Score is articulated in the following equation:

True Positives (TP)
True Positives (TP) + False Positives (FP)

)

Precision =

Recall Score: The recall is defined as the proportion of predicted classes that exist. It
indicates how many positive instances have been correctly detected via the model. The
following formula represents the recall score expression.

True Positives (TP)

Recall =
eca True Positives (TP) + False Negatives (FN)

2

F1 Score: The F1 score is the average of the scores for precision and recall. It combines
the precision and recall metrics into a single metric. The following expression represents
the formula for the calculation of the F1 score.

Precision x Recall
Fl Score =2 x Precision + Recall ©)

Following the custom topology setup, the initial phase of dataset construction was ini-
tiated. Using a script, legitimate and probe traffic is transmitted from multiple nodes within
the topology. To construct the dataset, a variety of networking utilities were utilised [56].
Specifically, TCP Netcat plays a role in establishing and maintaining resilient data streams,
thereby simulating traffic patterns that closely resemble real-world scenarios. On the other
hand, UDP Netcat was utilised for lighter connectionless data transfers. The reachability
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of the host was tested using the ICMP protocol via the execution of the “ping” command.
Nmap was utilised to generate network traffic by scanning target IPs and subnets and
employing various types of scans to generate distinct packets, such as TCP SYN and UDP
packets. This simulation successfully replicated the diverse network conditions for testing.
Finally, Arping [57] was used to dispatch ARP requests to multiple IP addresses within
the local network. In most cases, these requests prompted hosts to respond with ARP
replies, thereby providing a straightforward method for generating local network traffic
and facilitating tasks, such as MAC address resolution. Each of these utilities plays a crucial
role in the creation of a comprehensive and accurate dataset tailored specifically to the SDN
environment. For probe traffic, we utilised attack ping scanning, broadcast traffic, and map
scan traffic. We ran these scripts for 12 h to obtain a comprehensive dataset.

The features of concern in formulating a dataset are the source and destination MAC
addresses, timestamps, time-to-live (TTL), and protocol. To train the machine learning
model, we extracted flows with unknown destination MAC addresses. The Listener API
selects “packet-in” and sends samples to MongoDB. A total of 60,649 samples were collected
from this dataset. We converted these samples to JSON to implement them in our machine
learning model. This phase employed the ‘Mongo-export function’.

After data collection, a Python-based preprocessing application was used to clear,
organise, and label the samples. This application transforms the unprocessed dataset into a
usable format, which is an essential step in any machine learning method that prepares
raw data for the subsequent machine learning model. This application, which is intended
to accept JSON data as input from the preceding preprocessing phase, separates and labels
the data samples. Based on the unique algorithm detailed in the following section, these
samples were identified as malicious timing sensors.

In the training phase, we implemented a detection algorithm (detailed in Section 3.3.3)
and selected a classification technique for our machine learning model. To implement
the detection Algorithm 1 and sample timing probes effectively, the following fields are
extracted from the dataset: ‘source MAC address’, ‘“destination MAC address’, ‘source
IP address’, ‘destination IP address’, ‘time stamp’, “TTL’, and ‘protocol’. These features
were used for the data classification. Source and destination MAC addresses are crucial
for determining the number of samples with known and unknown destination MAC
addresses. We select ten samples at a time and counted the number of samples whose
destination MAC addresses were unknown. We used a Python-based training application
to train the machine learning model. This pre-processing gives us 42,489 samples. The
training module is also responsible for machine learning classification. We compared four
tree-based machine learning classification techniques to determine the best classification
method for training: random forest [4], decision trees [5], XGBoost [6], and bagging [7].
We implemented each algorithm using the proposed approach. This step is performed to
determine the best classification algorithm for the detection stage. The results of this section
are analysed and the results from this step are detailed in further sections. The outcome of
this step validates that the random forest algorithm is the best-suited classification method
for the training phase.

The network topology was reset during the monitoring phase of the experiment. Fol-
lowing this, we initiated a monitoring application that was programmed to precisely identify
the IP and MAC addresses of the malicious host. Additionally, the application identifies
the switch and port to which the malicious host is connected. Throughout the twelve-
hour experiment, timing probes were generated at multiple intervals with varying attack
frequencies per deployment. We recorded the number of attack samples in each phase.
Multiple experiments were conducted to ensure the validity of our solution and account for
potential variations in background traffic. The results were derived from the data obtained
by processing the data in MongoDB using the characteristics of the monitoring app.

To verify the performance of detection Algorithm 1, we must first verify that probing
traffic generates samples with unknown destination MAC addresses. To achieve this, we
gathered the network statistics during the monitoring process. Figure 6 shows the network
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statistics for flows with known destination MAC addresses, flows with unknown desti-
nation MAC addresses, and the total number of flow samples. These parameters were
monitored for ten attack attempts during the experiment and are denoted on the x axis.
These are the most significant elements of the labelling procedure. During the experimenta-
tion phase, it was discovered that the number of timing probes (attack traffic) has a direct
relationship with the number of flows with unknown destination MAC addresses. This
validated the proposed classification algorithm and methodology.
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Figure 6. Analysis of Network Flows via Destination MAC Address Recognition.

False positives and negatives for each attack attempt are summarised in Figure 7 [47].
The x axis represents the number of attacks in a sequence. Clearly, the overall procedure
produced a small number of false negatives. False negatives manifest in successive attack
attempts. This also suggests that the solution involves learning more about the network
and adapting to varying background traffic.

30

0
1 2 3 4 5 & 7 B 9 10

Attack Attempt

Numberof Attacks
= =} [}
(%, ) [=] 19, ]

[y
=

mTotal Attacks ™ False Positive m False Negative
Figure 7. Summary of False Positives and False Negatives per Attack Attempt.

We refer to equations for evaluating our model’s precision score, recall score, and F1
score as Equations (1)—-(3), respectively. The precision value was calculated as 94%, the recall
value as 85%, and the F1 score as 89%. The F1 score was closer to 90%, indicating that our
model’s learning technique for detecting timing side-channel attacks in SDNs was accurate.

We compared the random forest classification technique with the tree-based methods.
The same dataset and algorithm are used to label the data. The F1 score, precision, and
recall were obtained from three evaluation metrics. Figure 8 demonstrates that random
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forest achieved the highest evaluation score. It has an F1 score of 89%, whereas the
XGBoost, decision tree (DT), and bagging classifiers (BC) have scores of 87%, 84%, and 82%,
respectively. In terms of precision, random forest performed better than the others by 94%.
The XGBoost, DT, and BC scored 90%, 87%, and 85%, respectively. With a score of 85% for
recall, random forest was the most stable classification method for our solution, whereas
for XGBoost, DT, and BC, the scores were 84%, 81%, and 80%, respectively.

The results indicate that the proposed machine learning-based technique is adequate
for detecting time side-channel attacks in SDNs. Additionally, as shown in the results in
Figure 8, the random forest method is the optimal classification approach for this solution.
The attack probes were launched at predetermined intervals during the experiments. This
guaranteed that the background activity was unique each time an attack was initiated.
Advanced machine learning techniques and listener applications certify that the solution is
efficient and undetectable.
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Figure 8. Performance Metrics of Machine Learning Algorithms: F1 Score, Precision, and Recall.

Next, we conducted an experiment for the response solution in two phases: phases
A and B. In Phase A, we evaluated a scenario in which the data analysis module deter-
mined that the source host had not been detected previously. As this was the first probe
attempt by the adversary in this experiment, the source was marked as not having been
detected previously. This is sent to the response module, which generates a temporary
customised rule. The response module uses the identity and activity characteristics of the
source to formulate customised rules. These include the source MAC and IP addresses,
destination addresses, and protocols. This customised flow is temporary, as it is set with an
‘idle_timeout’ value, which is a feature of the OpenFlow protocol. This means that if there
is no matching attempt by the adversary for a certain amount of time, it is removed. The
response module is directly connected to the controller to implement these flows.

The temporary rule of the response module is observed using the feedback module
of the solution. We do this by developing a Python-based application that leverages
‘OFPFlowStatsRequest’, which is a feature of the OpenFlow protocol. We generated probe
traffic from the same host. In this case, the traffic is blocked. This is due to the temporary
customised rule. We tested the traffic to other networks and protocols to ensure that the
flow applied only dropped the probe attempts. The results in Figure 9 illustrate that only
the customised rule is accurate. Probe traffic using the ICMP protocol was dropped from
specific destinations. Other hosts connected to the same OpenFlow switch can also reach
this destination. The results demonstrate that all other traffic from that host is not impacted
by this temporary customised rule.

Next, the feedback module monitors the statistics of temporary rules. The statistics
show that temporary rule registers were hit. This implies that the adversary remains
malicious and requires a permanent solution. In this case, the module provides feedback
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to the response module to add a permanent customised flow to permanently block the
adversary’s probe at the switch level. We repeated these steps to simulate a scenario in
which we validated the update of the database using the feedback module. In this step, we
observed the OpenFlow switch entries to verify that the switch has a temporary rule from
the response module. We let the idle_timeout expire and did not generate another probe
from the same host. The feedback module sends the source and other parameters to the
database and we observe that this process creates new entries in our database.

Selective Traffic Blocking with Customized Rule Implementation
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Figure 9. Selective Traffic Blocking with Customized Rule Implementation.

In Phase B, the probe was launched again from the second host. As the source has
already been detected in the previous stage, the data analysis module marks it as having
been detected previously. This is sent to the response module to form a permanently
customised rule. The response solution forms a customised flow based on the detected
source, destination, and protocol. It instructs the controller to send this flow to its switch.
This rule is now a permanent rule which blocks only the specific probing traffic from the
controller, instead of adding it.

The data depicted in Figure 10 suggest that the response time of the previously
identified malicious machines remains relatively stable and does not change significantly.
The efficiency of these requests can be attributed to their streamlined process, which
includes the data analysis and response phases of the response mechanism. By reducing the
processing of sources blacklisted in the past, the data analysis component enables prompt
response measures. The results in Figure 10 show that, on average, only an additional
10.41 ms of processing time was added to the response time. This value is negligible because
the process ensures that the flow sent to the switch is granular and does not block the entire
traffic from the detected source.

To test the effectiveness of the permanent customised drop rule, we generated probe
traffic from hosts 1, 3, 5 and 7 connected to switches 1, 2, 3 and 4, respectively. Timing
probes are generated from these hosts with variable destination addresses until a temporary
customised drop rule is obtained. We note the destination addresses and address ranges of
these probes. We stop the probes and let the ‘idle_timeout” expire. This implies that the
response solution has learned about the probing packets; however, there is no rule in the
switches to drop these probe packets. After the ‘idle_timeout” for the temporary flow rule
expires, we regenerate the probes from the same sources to the same destinations which
were used previously. The response solution immediately responds using a customised
permanent drop rule. We evaluated the accuracy of these flows by generating ICMP, TCP,
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and UDP traffic from all the hosts in the network. This traffic includes legitimate traffic
from all hosts on multiple TCP and UDP ports. We integrated sFlow [53] with our solution
to monitor and evaluate the traffic passing through all four switches. This allowed us to
obtain a comprehensive and statistically accurate view of the network traffic, monitor the
hit count for each flow in the switch, and identify potential traffic interruptions.
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Figure 10. Response Time Trend for Previously Processed Attack Sources.

The results in Figure 11 depict the accuracy of the permanent customised rule and
its impact on other host machines connected to the network. For each host that generated
malicious traffic, we evaluated the accuracy by comparing the malicious probe traffic
generated with the malicious probe traffic dropped. The overall accuracy of the permanent
responses generated via the proposed solution is 97.68%. This shows that the permanent
rule generated via the response solution does not affect the legitimate traffic from the
affected hosts. This also shows that the network traffic for other hosts connected to the same
SDN switch is not tempered after the addition of this flow. These statistics demonstrate
that our method accurately responds to the timing side-channel attacks.

Effect of Permanent Rule on Network Traffic
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Figure 11. Accuracy of Permanent Customized Rule and Its Impact on Host Machines.
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Our experimental results show that our response mechanism is effective in responding
to timing side-channel attacks in SDNs. Specifically, this solution is distinguished via the
successful implementation of customised flow responses designed to counter these attacks.
The results demonstrated that the response time to the redetected sources was notably fast.
Consequently, the implementation of a customised permanent rule in such instances has
minimal effects. In this experiment, attack probes were launched at random intervals. This
ensured that the background traffic was distinct each time an attack was launched.

5. Discussion

The experimental results presented in the preceding section provide convincing ev-
idence that the proposed solution for addressing timing side-channel attacks in SDNs
is reliable. The proposed solutions are designed to operate in a covert manner to avoid
detection by potential adversaries. The techniques employed in this study for detecting and
responding to timing side-channel attacks are innovative and provide a resilient defense
against such attacks in SDNs.

5.1. Comparison with Other Work

Most current research in the field of SDN and machine learning focuses on detecting
DDoS attacks with a high attack rate, as discussed in [34]. Research on low-frequency
attacks is limited. Although different labelling techniques may be used, most modern
machine learning techniques are primarily focused on detecting intrusions or DDoS at-
tacks. Although most studies have focused on detecting attacks based on the volume or
type of traffic [32], determining the true origin of an attacker is often challenging [37].
Most studies have focused solely on identifying IP addresses, without considering IP
spoofing. Furthermore, the controller is an essential component of most existing defense
mechanisms [26,28,29], leading to a significant increase in the network overhead.

The current approach [44—-46] to respond to attacks prioritises speed over thoroughness
and disregards historical responses or attack patterns before acting. Current response
mechanisms are based on applications that use a control plane to send a drop-all flow to the
switch when an attack is detected [13,45,46]. Consequently, all traffic from the identified
malicious IP addresses was blocked. This affects the host’s services and may allow the
adversary to bring the host down. Furthermore, this drop flow response is not reviewed
until a network administrator intervenes, owing to the lack of automated rule monitoring.
This results in prolonged outages and turnaround times.

Our detection mechanism focuses on identifying low-rate timing side-channel attacks.
This methodology is distinct as it does not require a minimum amount of traffic. Our
employment of a machine learning model and labelling mechanism relies on previously
unknown destination MAC addresses rather than IP addresses. This approach allows for
the visualisation of layer two, thereby simplifying the process of identifying the device
responsible for generating the timing probe. In contrast to alternative approaches, our
detection method does not impose a requirement on the controller or OpenFlow switches to
execute intensive operations. The response methodology utilised in this study incorporates
customised flow entries based on destination IP and traffic type, rather than completely
blocking traffic from a specific source IP or MAC address. With these customised flow
entries, legitimate traffic is preserved and an effective response is delivered to counteract
malicious activity. In contrast to alternative methods, our approach prioritises verification of
the response prior to its permanent implementation. This was accomplished by constantly
monitoring the response flow hits of the switch. Thus, the response flow is retained in
the flow table only if it is invoked persistently. However, if the response flow remained
inactive for a predetermined duration, it was automatically removed and the participant
was expired.
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5.2. Advantages
5.2.1. Compatibility with SDN Environments

This solution is compatible with all the SDN controllers and switches. This compatibil-
ity is ensured via the peripheral design, which consists of Application Layer Interconnect
and Control Channel Interconnect modules. The flow channel between the controller and
switch remained unaffected. Our methodology can benefit SDN environments that use
hardware or software switches.

5.2.2. Validation of Attack Responses

Incorporating a validation phase for attack responses distinguishes our SDN security
methodology from the conventional approaches. Before transmitting the response to the
controller, the appropriateness of the analysis module is evaluated and verified. This unique
approach ensures that every response to the security solution is subjected to significant
scrutiny, thereby enhancing the overall credibility of the framework.

5.2.3. Reduced Impact of Attack and Downtime

Customised rule creation is a key component of the suggested response solution,
which reduces the impact of an attack and the ensuing downtime. It operates by identifying
and eliminating specific attack traffic, thereby ensuring that normal network traffic remains
uninterrupted. This refined technique prevents a single attack from disrupting the host
traffic. In contrast, conventional methods without such tailored flows tend to respond
by blocking all the traffic from the observed source. This results in a complete service
outage for the accused host, demonstrating the distinct advantage of our approach over the
other methods.

5.2.4. Reduced Human Interference

The incorporation of temporary customised rules and a feedback mechanism into
the response solution significantly decreases the need for human intervention. Instead
of transmitting responses directly to the controller, the proposed solution mandates a
thorough inspection to enhance the stability and accuracy of the solution.

5.3. Limitations

It can be argued that the dataset created in this experiment was unchanged and fixed.
The process of collecting and storing data is fast; however, making the data usable requires
time-consuming pre-processing and training stages that require substantial computing
resources. As this dataset is produced once the network topology has been set up, frequent
updates are not required. Nevertheless, modifying the network topology may decrease its
accuracy and increase the number of false positives. To ensure optimal performance, we
suggest updating the dataset when a switch is added or removed from the network, or at
the conclusion of a set time interval.

The lack of a comprehensive real-attack dataset for timing attacks in SDN restricts our
research. Despite our best efforts, we were unable to obtain real-world attack data for timing
attacks in SDN for experimental reasons; therefore, we relied on simulated attacks instead.
It is possible that these simulations did not accurately reflect real-world conditions, thereby
limiting the generalisability and applicability of the results. However, the primary objective of
this study is to construct and evaluate our proposed method within the constraints of existing
knowledge and resources. Furthermore, the validation process of the response mechanism
has the potential to introduce delays in real-time response mechanisms. In some instances,
this may result in a delayed response time. The first reaction to a detected attack attempt
was somewhat delayed because of the temporary rule generation. Although essential for
ensuring the resilience of the solution, this delay can potentially affect the overall response
time of the solution, which can lead to slower reaction times in specific situations. Another
limitation of our proposed response mechanism is the granularity of the customised response
rules. An adversary can potentially generate requests with different destination subnets and
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protocols, which generates many customised flow entries on the switch. This could potentially
overwhelm the switch flow table and deteriorate the network performance.

6. Conclusions and Future Work

The proposed solution demonstrates the ability to detect and respond to side-channel
attacks in SDNs. Moreover, it possesses the capability to pinpoint the root cause of the
timing probe activity. Its implementation exhibits minimal latency in an SDN environment.
This study incorporated various novel aspects, such as the application of machine learning
techniques, probe activity detection, and a data-driven automation approach for response.
The results of this study demonstrate that the proposed techniques effectively minimise
the occurrence of false positives and false negatives, thus attesting to the consistency and
feasibility of these methods for detecting and responding to such attacks.

Future research could concentrate on adapting the proposed techniques to larger and
more complex network architectures and evaluating their effectiveness. Furthermore, aug-
menting the proposed response mechanism by testing different attack detection techniques
can extend the scope of this study. This mechanism was created to respond to timing
side-channel attacks; however, it can also be adapted to counter other types of attacks. For
instance, the mechanism may be combined with intrusion detection systems to generate
customised responses for detecting network intrusion attacks. Augmentation of the re-
sponse mechanism can potentially increase the adaptability and practicality of SDN security
solutions, thereby supporting the development of more robust and effective techniques.
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